Running head: PCI AND CONTINUITY PLANNING 	1
PCI AND CONTINUITY PLANNING                                                                                           2

[bookmark: _GoBack]


PCI and Continuity Planning
Student’s Name
Institutional Affiliation

















Discussion One
PCI compliance is a crucial issue that impacts various businesses. Some business with less credit card involvements feels that it is unnecessary to maintain PCI compliance (Petree, 2019). Most businesses that manage credit card transactions are likely to comply with PCI standards as compared to those that do not largely perform such transactions. Organizations that do not comply with the PCI standards can experience the following risks;
One of the risks of such non-compliance is monthly penalties. Companies that do not comply with these standards can be fined an amount ranging from $5000 to $10000 monthly (Petree, 2019). Credit card companies are likely to impose this monetary penalty on these businesses. Some of the known credit card companies include Visa, AMEX, Discover, and MasterCard, among others. This penalty is calculated based on the volume of transactions and clients. 
Another risk is that the company might face extra fines in cases of data breaches. It is apparent that companies that comply with the PCI DSS requirements can still encounter data loss and attacks (Kidd, 2008). In case of a data breach, forensic audits are normally conducted to determine if the business complies with these PCI standards. Therefore, those who do not comply can face huge fines as imposed by credit card companies. 
Another risk is based on brand reputation. Any business that complies with the PCI standards is likely to enhance a good reputation (Petree, 2019). For instance, these companies can easily defend themselves in case of data breaches by arguing that they are compliant. Therefore, businesses that do not comply with these standards can destroy their brand reputation as well as customers' loyalty. 
An entrepreneur can also understand or discover the presence of another mandate that requires compliance in varied ways.  One of the ways of acquiring such information is through accessing the industry's news through online publications and other social media websites. The industry is able to update respective players on the changes that are made on various compliance requirements. Therefore, an entrepreneur should always follow such news to e updates on the emerging issues. Also, an entrepreneur should always consult with mentors and other peers in the industry since they can have more information regarding compliance issues. 
The link below provides more information regarding PCI standards that are discussed above. https://www.mymoid.com/pci-non-compliance-consequences/
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Discussion Two
A link to small business continuity plan template
https://risksource.com/wp-content/uploads/2018/06/Sample-Business-Continuity-Plan-Template.pdf
Critique of the template
This template is crucial because it provides information regarding unforeseen disasters that might occur in a business. The template exposes the fact that big problems are likely to occur in a business organization, thus the need to make earlier arrangements and preparation for such adversaries. Another important aspect of this template is that it outlines communication strategies that the organization should follow when it experiences any problems that threaten its continuity. For instance, this template outlines several components of communication which include emergency communications, notification, warning, confidentiality regulations, utility provider information, and customer list, among others. All of these components ensure that the company is well informed and organized in the manner in which information is disseminated to other stakeholders when such issues occur. 
Another relevance of this template is that it embraces human safety or life safety. For example, the template describes various steps that should be taken to enhance life safety. Some of these variables include evacuation protocol, assembly and accountability, shelter, training of employees, and family preparedness. In the case of evacuation, the company is able to follow a given order to minimize risks and losses when disasters such as fire or flooding emanate. Moreover, this template is fundamental because it guarantees the protection of the company's property. The criteria for property protection are vested in protection systems, facility shutdown, and building information. For instance, the plan gives the company an opportunity to establish protection systems such as alarms and fire extinguishers in the building as a way of preparing for unforeseen accidents. 
The company should test its continuity plan after every six months. There is a need to conduct annual reviews and regular updates of this plan to ensure that the plan remains relevant to the company's mission and vision. Therefore, there is a need to conduct emergency drills twice a year. Finally, the analysis of my collages' templates implies that most businesses are prepared for future troubles. My peers' templates provide a detailed plan for these risks. For instance, their plan entails aspects like an insurance plan, vendor contact, plan deactivation, and family emergency plan, among others.
A link with additional information on business continuity planning
https://www.northbridgeinsurance.ca/blog/building-a-strong-small-business-continuity-plan/
  
 
